
CYBER SAFETY

Anglican Schools Com m ission (ASC) 
Cyber  Safet y Suppor t  Of f icer  

The ASC recently appointed a Cyber  
Safety Support Officer to the Student 
Protection Team.  The overall purpose 
of this position is to lead the 
development and implementation of 
relevant policy, procedures, processes 
and training that support a cyber-safe 
environment for students and staff of 
Anglican schools. 

This position will play a key role in 
providing  support and  advice on 
cyber safety strategies and reputation 
management to school staff, students 
and parents. 

Cyber  BYTES has been developed in a 
newsletter format to provide school 
communities with up to date 
information relating to cyber safety. 
The newsletter will be provided to 
schools at the beginning of each term. 
Cyber BYTES provides relevant 
information, handy tips and links to 
reputable sources of information to 
assist staff, parents and students to 
make SMART decisions about their 
digital reputation and on-line safety.

It is important that all cyber safety 
issues or incidents at school are 
reported to either a school designated 
cyber safety contact person or directly 

ON-LINE TRAINING SELFIE

BE SMART:                   BE POSITIVE               BE EMPOWERED

Given the importance of assisting 
students to safely navigate the 
cyber-world, the Anglican Schools 
Commission, in 2015, engaged Brett 
Lee from Internet Education and Safety 
Services (INESS) to develop a series of 
on-line courses for parents and school 
staff. 

The product provides four age  tailored 
courses with modules on 
communication, rules and boundaries, 
staying current, parental controls, 
empowered choices and actions. 
Access is through using a school 
specific login code. If you are unaware 
of your school?s code, please 
contact your school 
administration.

4 products available :

- Lower Primary          (ages  4 ? 8)
- Upper Primary          (ages  9 ? 11)
- Lower secondary      (ages 12 ? 14)    
- Upper secondary      (ages 15 ? 18)

reputation is how 

people perceive you 

on-line.  Postings of Selfies or 

Someone-Elsies by parents, school 

staff and students may have 

unintended  consequences. You can't 

control how other people will view 

images or what they may do with 

them. 

Cyber 
TIPS: Trends, Issues, Prevent ion & be Sm ar t  

BYTES 
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Those who witness cyber hate and bullying don't have to tolerate it. Bystanders 
can have a positive impact e.g. a simple private message of support to the person 
to seek help and notify a responsible adult. For life threatening matters call police 
on 000.

Further resources and on-line help can be found at:

- On-line cyber bullying: eSafety Commissioner
- On-line illegal content for images & video: eSafety Commissioner
- On-line: Kids Help Line  
- Crime reporting contact: Police Link

Teachers Parent s

Be careful tagging children in 
school blogs and sporting pages. This 

may identify children and allow them to 
be tracked across social media

St op and t h ink about content before 

you post or send.

Treat  others on-line as you would like 
to be treated.

Set  your and your children's profiles 
to private.

Keep  an eye on photos tagged by 
your family and friends. Remove any 
that are offensive.

click links for additional resources 

Your digital 

Cyber BIT flyers will compliment 
Cyber BYTES.  The flyers will respond to 

cyber safety issues as needed and will be 
distributed in the same manner as  the 

Cyber BYTES newsletter.

to the school Principal. 
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SOCIAL MEDIA & PERSONAL SAFETYHELP

If you have made a 
post, a comment, 
located or sent an image or video of 
yourself on-line there are 5 ways it 
could be misused:

Copied ? even after you delete the 
original version

Forwarded ?  you can?t control what 
happens after you send an image

Post ed  ?  once forwarded others can 
use the content anywhere on-line

Saved ? you may not know that 
someone has your content until it is 
used offensively or illegally

Cached ?  retrieved from a stored 
snapshot of a web page

The eSafet y Com m issioner  advises  
to contact police if an offence has been 
committed and outlines the following 
to assist in taking action. 

Making Repor t s:   Under 18

                                  Over 18 

                    Web Admin 

Collect :  URLs,  screen names, email 
addresses and screen shots. Do not 
send or make copies of child exploitation 
material

Search: Search your name and locate 
where the images and your name have 
been used 

An incident was recently reported by 
the media regarding a personal safety 
issue of a student at a private party. 
There are serious criminal offences 
connected to this incident of sexual 
assault, as well as making, sending and possession of images of child 
exploitation. 

It is timely to remind students (15-18 years):

- Always be mindful of your personal safety, not everyone has your 
values of mutual respect, even if they say they do

- Always be respectful of others, and treat others how you want to 
be treated

- Look after your friends and check up on them 
- If you have concerns talk to a responsible adult, who will act in the 

best interest of you and your friend ( i.e. a parent and not a party 
organiser)

- Additional advice for dealing with image based abuse action can 
be located at, the eSafety Commissioner 

- On-line reports can be made anonymously
- Seek help immediately and contact police, 000, if you or another 

student is at risk of harm
  

m usical.ly is a video community that allows users to 
create, share, and discover short lip-synced music videos up to 15 seconds. 
The App's Terms & Conditions reveal it is intended for ages 13+. Be aware 

contents of videos may reveal a student 's location, i.e. school uniforms, and expose 
children to inappropriate content.  Options available to increase privacy are located in the 
App's 'settings' tab which include: 'hide location' to prevent people nearby accessing videos; 
and to make a 'private account ' so others require user 's approval before being allowed 
access.  Click on the icon above for more information and how to report abuse.

 

A new t echnology developm ent  utilises the latest model mobile phones as a full  
functioning replacement for a desktop.  These are described as being 'desktop 
class phones'. Apple, Android and Windows devices are exploring these options. 
Docking concepts will include laptop style devices for 
phones and tablets.   

Future considerations for schools: 

- Multiple active mobile phones in class rooms

-   

- Unfiltered internet hot spots during school hours

                         

Look after each 
other 

Tell a responsible 
adult 

Be mindful of where 
you are   

Contact police if 
someone is at risk of 
harm 

Be respectful of 
others

You don't have to 
forward images on

App Bits

Click here for more assistance 
from the eSafety Commissioner

To perform an image search 

To remove image based abuse    
content: Google

To remove image based abuse  
content: Bing/Microsoft 

(phone calls & texting using the phones)

https://esafety.gov.au/esafety-information/esafety-issues/image-based-abuse
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https://www.esafety.gov.au/complaints-and-reporting/offensive-and-illegal-content-complaints
https://www.acorn.gov.au/
https://support.google.com/websearch/answer/9109
https://support.google.com/websearch/answer/1325808?hl=en
https://support.google.com/websearch/answer/6302812?hl=en
https://support.microsoft.com/en-us/getsupport?oaspworkflow=start_1.0.0.0&wfname=capsub&productkey=RevengePorn
https://www.esafety.gov.au/women/take-control/online-abuse/image-based-abuse

